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Abstract

This paper presents Federated Learning (FL)-Graph Convolutional Network (GCN)-Light Gradient (LG)-Trust, a
federated, graph-based trust framework designed for anomaly detection and cluster optimization in Underwater
Wireless Sensor Networks (UWSNSs). The proposed architecture utilizes GCNs to compute both local and global
trust scores, thereby improving the assessment of node reliability. By integrating FL, the framework facilitates
collaborative training without centralizing data, thereby preserving privacy across distributed nodes. Additionally, a
trust-aware cluster head selection protocol is developed to balance energy efficiency and network security. To evaluate
its effectiveness, the framework is tested against traditional trust models under various attack scenarios, including
data tampering, physical breaches, and environmental manipulations. Experimental results demonstrate that FL-
GCN-LG-trust consistently outperforms existing models in detection accuracy, with significant improvements in
true-positive rates and Il Scores. Further simulations show that adjusting trust parameters and optimizing graph
edge weights enhance system robustness while maintaining low communication overhead. The comparative analysis
confirms that FL-GCN-LG-Trust not only provides improved detection performance but also offers scalable
deployment in real-world underwater sensor networks. By combining FL. techniques with trust modeling, the
framework offers a secure, energy-efficient, and privacy-preserving solution for next-generation underwater network
infrastructures.

Keywords: Underwater wireless sensor networks, Federated learning, Graph convolutional networks, Trust
management, Attack detection.

1| Introduction

Underwater Wireless Sensor Networks (UWSNs) have become an essential infrastructure for a variety of
underwater applications, including oceanographic data collection, offshore resource exploration, climate
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monitoring, and military surveillance systems [1], [2]. These networks generally consist of multiple sensor
nodes deployed in underwater environments, interconnected through acoustic communication links. Each
node is responsible for sensing, processing, and transmitting data to a central surface station or sink node for
further analysis. A high-level overview of the UWSN architecture is shown in Fig. 1. Due to the challenging
underwater environment, nodes often face limitations, including limited battery life, limited processing power,
slow signal propagation, and bandwidth constraints [3]. These environmental challenges also make UWSNs
more susceptible to various security threats. Malicious nodes may execute attacks such as selective forwarding,
sinkhole, and Sybil attacks, thereby compromising network reliability [4]. Traditional centralized security
solutions are often ineffective in this context due to communication latency, energy constraints, and the
dynamic nature of underwater network topologies. As a result, there has been increasing research interest in
developing lightweight, distributed, and context-aware solutions for trust management and attack detection
[5]. One promising strategy to enhance the robustness of UWSNSs involves implementing trust models that
assess node behavior to identify and isolate malicious actors. Trust models can improve network resilience by
enabling nodes to independently evaluate the trustworthiness of their peers based on local interactions.

However, existing trust models primarily focus on aggregating trust parameters globally, often neglecting local
cluster behavior, resulting in less accurate trust assessments. Additionally, malicious behavior may influence
neighboring nodes, further complicating trust estimation and attack detection. To overcome these limitations,
this paper introduces FL-GCN-LG-Trust. This federated, graph-based trust model leverages Graph
Convolutional Networks (GCNs) and Federated Learning (FL) to provide privacy-preserving, accurate, and
energy-efficient attack detection and cluster optimization in UWSNs. The proposed approach models the
UWSN as a graph, with nodes representing vertices and edges representing interactions. A GCN is utilized
to learn both local and global topological features of the network, enabling the detection of subtle anomalies
in node behavior. This information is integrated with a Light Gradient Boosting Machine (LGBM) model to
improve detection accuracy further while maintaining low computational overhead. Moreover, FL enables
distributed training of the GCN-LG-Trust model without sharing raw data across nodes, thereby safeguarding
data privacy and reducing communication overhead. The key contributions of this paper are summarized as
follows:

I. We propose a novel trust evaluation framework specifically designed for the clustered architecture of
UWSNs. This model considers both node behavior and the structural roles within cluster-based
environments.

II.  We utilize GCNs to analyze network topology and identify potentially malicious node behavior via graph-
structured trust propagation.

III.  We incorporate LightGBM, a lightweight gradient boosting algorithm, to enable rapid, accurate

classification of node trustworthiness, thereby reducing detection time and resource consumption.

IV. We integrate FL into the trust assessment framework to facilitate collaborative learning across distributed
UWSN clusters while preserving the confidentiality of local data.

V. We evaluate the proposed approach through comprehensive simulations, demonstrating improvements in
detection accuracy, energy etficiency, and clustering performance compared to traditional trust models.

The subsequent sections of this paper are organized as follows. Section 2 reviews related work on trust models
and security in UWSNSs. Section 3 describes the system model, including network, energy, and attack
considerations. Section 4 details the design of the FL-GCN-LG-Trust framework. Section 5 presents the
experimental setup, simulation results, and performance analysis. And finally, Section 6 offers concluding
remarks and potential directions for future research.
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Fig. 1. Overview of a UWSN.

Sensor nodes transmit data to Cluster Heads (CHs) using acoustic communication. CHs forward aggregated

data to a sink node at the surface. Nodes evaluate trust locally and globally within clusters.
2| Related Work

As demand for secure and reliable UWSNss continues to grow, considerable research efforts have focused on
improving trust management, attack detection, and network optimization. The existing body of literature can
be broadly segmented into three main categories: trust modeling and management frameworks, optimization
techniques for trust assessment, and the application of machine learning and deep learning methods for
intelligent anomaly detection. In this section, we examine representative works within each category,

discussing their significance and limitations within the context of underwater communication environments.
2.1| Trust Algorithm and Management

Trust management in Wireless Sensor Networks (WSNs) and UWSNs has become a significant area of
research due to resource limitations, adverse communication environments, and the presence of malicious
nodes. Various approaches have been developed to enhance the security and reliability of these networks by
implementing trust and reputation mechanisms. Initial strategies involved agent-based trust and reputation
management systems, wherein dedicated agent nodes monitored trust metrics across the network to ensure
secure operation while accommodating the limited processing and storage capabilities of sensor nodes [6].
Building on these foundations, lightweight, cluster-based trust management techniques have been proposed,
leveraging hierarchical clustering to efficiently identify malicious nodes and reduce network overhead through
localized trust assessments [7].

In underwater acoustic networks, characterized by constrained bandwidth and high latency, specialized trust
models are necessary to comprehensively address link reliability, data integrity, and node behavior. Trust
frameworks for Underwater Acoustic Signal Networks (UASNs) integrate multiple trust facets—such as link,
data, and node trust—to better adapt to the underwater environment and improve the detection of malicious
activities [8]. Additionally, trust models have been extended to monitor communication channels by
employing statistical approaches, including Hidden Markov Models (HMM) combined with subjective logic
frameworks, to identify potential attacks at the communication level [9]. In the underwater domain, these
trust methodologies often incorporate both direct and indirect trust metrics, leveraging advanced optimization
algorithms such as ant colony optimization to identify trustworthy routing paths while maintaining energy
efficiency [10].

2.2 | Optimization of Trust Algorithms

Significant attention has been dedicated to optimizing trust algorithms to improve accuracy and resilience
against malicious activity. The integration of cooperative filtering with fuzzy logic has been introduced to
quantify node integrity, enabling networks to effectively identify and exclude dishonest or compromised
nodes by analyzing collaborative behavior patterns [11]. To mitigate inaccuracies stemming from subjective
weighting of trust metrics, trust assessment frameworks based on cloud theory have been proposed, thereby

enhancing the robustness of trust evaluations in dynamic underwater network environments [12].
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Additionally, dispute-resolution mechanisms have been developed to address conflicting trust assessments,
thereby improving the reliability of trust management systems. These approaches often incorporate multiple
performance indicators—such as communication delay, packet loss rate, and energy consumption—to
provide a comprehensive evaluation of node trustworthiness [13].

2.3 | Machine Learning and Deep-Learning-Based Methods

Recent research has emphasized integrating machine learning and deep learning techniques to develop
adaptive, intelligent trust models for UWSNs. Clustering algorithms, such as K-means, combined with
classifiers, such as Support Vector Machines (SVMs), have been used to build trust evaluation frameworks
that dynamically classify nodes based on behavioral trust metrics [14]. Reinforcement learning approaches
have also been adopted to facilitate real-time updating of trust parameters, enabling the system to adapt
effectively to evolving network conditions and emerging security threats [15]. More advanced predictive
models incorporating Gaussian Mixture Models (GMM), HMM, and Long Short-Term Memory (LSTM)
networks have been proposed to enhance routing protocols by accurately forecasting channel states and
assessing node trustworthiness over time.

Furthermore, anomaly detection techniques leveraging isolation forest algorithms and environmental trust
indicators have been introduced to strengthen the resilience of trust models against unforeseen or novel
attacks. These models consider a combination of communication, data integrity, and energy consumption
metrics to adaptively calibrate trust assessments in response to environmental dynamics. Additionally,
adaptive trust frameworks based on LSTM neural networks have demonstrated improved ability to capture
temporal dependencies in node behavior, thereby enhancing attack detection effectiveness. Spoofing attack
detection has been addressed through node identification schemes that integrate time synchronization
mechanisms with spatial wireless link correlation and clock skew analysis to accurately identify compromised
nodes [16].

In the realm of security enhancements, innovative wireless key-generation methods tailored for IoT devices
have been developed to mitigate replay attacks. These methods maintain the correlation in wireless channel
measurements, reducing key discrepancy rates and bolstering communication security within underwater
wireless networks [17]. To highlight the advancements of FL-GCN-LG-Trust, Tabl 1 compares
representative trust frameworks for UWSNSs in terms of methodology, scalability, detection accuracy, and
energy efficiency.

Table 1. Comparison of existing trust management models in UWSNs.

Reference  Methodology Core Technique Detection  Energy Scalability Privacy-
Accuracy  Efficiency Preserving

[6] Agent-based trust ~ Monitoring agents Medium Medium Low No
[7] Cluster-based trust Hierarchical clustering ~ High High Medium  No
[8] Hybrid trust model Link + data + node trust High Medium Medium  No
[14] MI-based trust SVM classification Very high  Low Medium  No
[15] Reinforcement FI.  Federated RL model Very high High High Yes

trust
[17] Decision Tree trust Dynamic updating High High Medium  Partial
Proposed Federated + GCN  Graph-based trust Very high High High Yes
FL-GCN- aggregation

LG-Trust
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3| System Model

This section describes the system model employed in our proposed federated, graph-based trust framework,
FL-GCN-LG-Trust, designed for attack detection and cluster optimization in UWSNs. The model
encompasses the underwater network environment, energy consumption characteristics, and potential attack
scenarios. These elements collectively serve as the basis for developing effective trust assessment and
clustering strategies within underwater sensor networks. An abstract representation of the main components
and information flows of our system model is illustrated in Fig. 2, providing a comprehensive visual context
for the discussion that follows. Also, the procedural flows of the network model, energy computations, and
adversarial simulations are detailed in Afgorithms 1-3, providing a stepwise operational view of each core
component before introducing our main federated trust algorithm.
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Fig. 2. Overview of the system model in FL-GCN-LG-trust.
3.1| Network Model

The UWSN considered in this study is deployed within a three-dimensional cubic region. It includes a single
Surface Node (SN) positioned at the center of the water surface and multiple sensor nodes (n) randomly
distributed underwater. The SN serves as the data sink, collecting sensed data from underwater sensor nodes.
It is assumed that the SN possesses ample storage capacity, computational resources, and an unlimited energy
supply, ensuring continuous operation and effective data management [18].

All sensor nodes are homogeneous in hardware configuration, including storage, processing capability, and
initial energy levels. Communication between nodes is facilitated via underwater acoustic signals within a
specified transmission range R meters. The network operates in discrete iterations, each comprising two main
phases: network initialization and data collection.

During the initialization phase, each node broadcasts signals to update its routing table and identify
neighboring nodes, then transmits its status information to the SN. The SN employs a clustering algorithm
to select suitable CH nodes, which subsequently notify their respective members. Member nodes join clusters
by connecting to the nearest CH based on geographic proximity. During data collection, sensor nodes gather
environmental data and forward it to their respective CHs. The CH nodes perform data aggregation and relay

the processed data to the SN via multihop acoustic communication, enabling efficient underwater data
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transmission [19]. The key parameters and characteristics of the sensor nodes and network communication

are detailed in Tuable 2, providing an overview of the system setup used throughout this study.

Algorithm 1. UWSN initialization and clustering.

Require:

n underwater sensor nodes S = {s1, Sz, ..., Sn}, SN

Ensure:

Formed clusters with designated CHs and initialized data paths
Deploy SN at the center of the water surface.
Randomly deploy n sensor nodes within the 3D underwater environment.

For each iteration:

a. Initialization Phase:
- Each sensor node broadcasts discovery beacons and updates its routing table.
- Each node identifies neighboring nodes based on signal strength and distance.
- Each node transmits status information (e.g., residual energy, location) to SN.
- SN applies clustering algorithm (e.g., LEACH or GCN-based) to select CHs.
- Selected CHs broadcast cluster invitation messages to nearby nodes.

- Each node joins the nearest CH based on proximity and signal quality.
b. Data Collection Phase:
- Member nodes collect environmental data (e.g., temperature, pressure).

- Each member node transmits sensed data to its respective CH.

- Each CH aggregates received data and forwards it to the SN via a multihop relay.

Table 2. System model parameters and descriptions.

Parameter

Description

Unit

n
SN

R

P_sen

Y

PO

A(d)
P_rec
P_age
n_packet

CH

Number of underwater sensor nodes
Surface node

Communication range of nodes

Power for data sensing

Energy discount rate for sensing and receiving
Power of successful data transmission
Energy attenuation function over distance d
Power of successful data reception

Power consumption for data aggregation
Packet length

Cluster Head node

meters (m)

Watts (W)

Watts (W)
Watts (W)
Watts (W)

bits

3.2 | Energy Consumption Model

Energy efficiency is a vital consideration in UWSNS, given the limited battery capacity of underwater nodes

and the substantial energy requirements of acoustic communication. Our model accounts for four primary

energy consumption types in sensor nodes: data collection, data transmission, data reception, and data

aggregation.

1. Data collection energy: sensor nodes consume energy during the sensing process to gather environmental

data from underwater regions. The sensing power and the size of the collected data packets influence this

energy expenditure. In secure network configurations, the energy related to data collection is considered

negligible [20].

II.  Data transmission energy: Underwater data transmission requires considerable energy due to signal

attenuation and the unique characteristics of acoustic channels. Energy consumption increases with higher

transmission frequencies and longer distances. Acoustic signals in water experience significant attenuation,

and high-frequency or long-distance transmissions result in notable energy losses and signal distortion [21].
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IV.

Data reception energy: Receiving data also consumes energy; however, in this model, the energy used by
sensor nodes during data reception is not explicitly accounted for. Energy costs ate proportional to the
volume of data received and to environmental factors affecting communication quality [22].

Data aggregation energy: CHs nodes incur additional energy costs when aggregating data from multiple
cluster members. The total energy consumed for data aggregation depends on the number of member
nodes and the size of their data packets [23].

Algorithm 2. Energy consumption computation in UWSN.

Require:
Network topology with all sensor nodes and their initial energy levels
Ensure:

Updated residual energy for each node after data collection and transmission
For each sensor node i, initialize residual energy E;.
Compute energy for data collection:
Ecol = Psen X teor  (if significant).
For each data transmission:
a. Calculate distance to receiver d.
b. Compute transmission energy:
Eix = Py X A(d) X tiy.
For each received packet:
Compute reception energy:
Erec = Prec X trec.
For CHs:
Aggregate data energy consumption:
Eagg = Pygg X DataSize.
Update residual energy:
For each node, update
Ei = Ei = (Ecol + Etx + Epec + Eagg)-

3.3 | Attack Model

The underwater environment is susceptible to various types of attacks that can compromise network

functionality and data integrity. Our system model considers three primary attack scenarios to simulate

potential adversarial impacts on UWSNss:

I

1I.

IIT1.

Data tampering attacks: malicious entities infiltrate the network to intercept and modify sensor data. The
compromised data is transmitted to the sink node via typical routing paths, undermining the authenticity
and reliability of the collected information. Such attacks can lead to discrepancies between data from
compromised nodes and that of legitimate neighboring nodes, thereby adversely affecting data-dependent
applications [24].

Communication disruption attacks: adversaries may employ techniques such as electromagnetic pulses, noise
injection, and flooding to interfere with the physical communication channels of underwater nodes. These
tactics result in unstable connections, increased energy consumption, and reduced network reliability,
ultimately shortening the system's overall operational lifetime.

Environmental attacks: environmental factors such as water currents, temperature fluctuations, and physical
obstacles contribute to unstable network conditions. The model assumes these effects manifest as localized,
range-limited disturbances centered at specific points, with their influence diminishing radially. Nodes within
these affected areas may experience decreased sensing accuracy, reduced energy efficiency, and impaired
channel stability [25].

These attack models guide the development of our trust evaluation and cluster optimization strategies by

emulating realistic underwater threats, thereby enhancing the network's resilience against both malicious

activities and environmental disruptions.
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Algorithm 3. Attack scenario simulation in UWSN.

Require:
Deployed UWSN topology, set of possible attack types
Ensure:
Updated system status, trust levels, and performance metrics after simulated
attacks
For each attack round, randomly select targeted nodes or areas within the
UWSN.
Apply selected attack type:
a. Data tampering:
- Intercept or alter transmitted data packets.
- Relay modified data to the SN with falsified values.
b. Communication Disruption:
- Inject noise, interference, or flooding packets into communication links.
- Mark affected links as unstable.
- Increase the energy consumption of targeted nodes due to
retransmissions.
c. Environmental Attack:
- Simulate local environmental disturbances (e.g., fluctuating temperature
or water currents).
- Degrade node sensing accuracy and channel reliability within the affected
region.
Adjust overall system status, routing decisions, and trust calculations according
to the observed effects of the simulated attacks.

4| Problem Formulation

In UWSNSs, ensuring secure and efficient communication poses unique challenges due to the distinctive
characteristics of the underwater environment. Factors such as limited bandwidth, high latency, and restricted
energy resources complicate network desigh and operation. Additionally, the presence of malicious or
malfunctioning nodes introduces security risks that can adversely affect network performance and data
integrity. To address these challenges, it is imperative to develop a comprehensive framework that integrates
trust evaluation with energy-aware mechanisms. This section details the network model, trust assessment
methodologies, and cluster-formation strategies that, together, establish a robust and secure architecture for

an underwater sensor network.
4.1| Network Model and Assumptions

The proposed UWSN consists of a set of sensor nodes S = {s1,55, ..., Sn} randomly deployed in a three-
dimensional underwater volume to sense environmental parameters. Communication is primarily acoustic-
based, constrained by high propagation delay and low data rates [26]. Each node s; possesses limited energy

Ej, and the initial energy allocation is represented as:

E;(0) = Ey, foralli € S. 1
The energy consumption for a transmission over distance dj; from node s; to s; is modeled as:

Ex(,j) = P X A(dij) X tix, (¢))

where P is the transmission power, A(dij) is the acoustic attenuation function, and t. is the transmission

duration. The energy model also includes reception and data aggregation costs:

Erec (l) = Prec X trec , Eagg (1) = Pagg X Dil (3)

where D; is the size of the aggregated data at the node s;. To enhance scalability and reduce energy waste,
nodes form clusters, each managed by a CHs. CHs handle data aggregation and forward compressed data to
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the SN. The hierarchical structure minimizes long-range communication and extends overall network lifetime
[12].

It is assumed that:
I. Nodes can monitor residual energy and track direct neighbors.
II.  Some nodes may be malicious and engage in packet dropping or data falsification.
III.  Nodes can perform periodic trust updates to detect and isolate malicious nodes [27].

Nodes with residual energy E; below a predefined threshold Ey, ate excluded from CH selection:

E; < Eyy = s not eligible for the CH role. “)
These assumptions guide the design of an energy-aware and trust-driven clustering model tailored for UWSNs
(28].

4.2 | Trust Evaluation in the Network

Trust evaluation in UWSNs quantifies the reliability and behavioral consistency of nodes to mitigate risks
from compromised or malfunctioning entities. Each node s; maintains a trust score T; based on both direct
and indirect observations [22]. The direct trust component detives from observed packet forwarding
behavior:

Psuccess (1)
Ptotal (1) '

whete Pgyeeess(D) and Peoear (i) denote the number of successfully forwarded packets and total packets

dir _
T =

®)

transmitted through the node s;, respectively. The indirect trust component aggregates recommendations
from neighboring nodes Nj:

. 1
Tind = —Z T, (i).
' IN;] . ) (6)
JEN;
The composite trust score is then expressed as:
T = a x TH + (1 — ) x Tj"9, (7)

whete a € [0,1] balances the weight between firsthand experience and neighbor feedback [15]. Nodes whose
trust value drops below the predefined threshold Ty, are considered unreliable and excluded from routing or
CHs candidacy:

T; < Ty, = s; is untrustworthy. @)
The trust evaluation is dynamically updated at regular intervals:
Tit+1) = (1 =)Ti(t) + A X T, ®)

Where A controls the sensitivity to recent observations [14]. To ensure sustainable operation, trust is coupled
with energy levels in the Trust-Energy Composite Metric (TEC):

E:

TECi:BXTi‘l'(l—B)XE—I; (7
0

Where B determines the trade-off between trust reliability and energy availability [8].

Nodes with higher TEC; values are prioritized for essential roles such as CH selection or relay participation,
optimizing both security and longevity.
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Table 3 presents a comparative analysis of trust evaluation methodologies in UWSNs, highlighting key metrics
including detection accuracy, energy efficiency, computational complexity, and scalability. A comprehensive
understanding of these trade-offs is vital to developing optimized trust management frameworks that
effectively balance security assurances with the resource limitations inherent to underwater sensor

deployments.
Table 3. Performance comparison of trust evaluation methods in UWSNSs.
Trust Method Detection Energy Computational Scalability = Remarks
Accuracy Consumption Complexity

Direct trust Medium  Low Low Moderate Relies on direct interactions

Indirect trust High Medium Medium High Uses recommendations from
neighbors

Bayesian trust model High Medium High Moderate Incorporates uncertainty

Fuzzy logic trust Medium  Low Medium High Handles imprecise data well

Machine learning Very High High Very High High Adaptive but resource-

based trust intensive

4.3 | Cluster Formation and Optimization

Clustering aims to structure the network for efficient communication and energy utilization. The CHselection
process prioritizes nodes based on trustworthiness and residual energy [26]. Let the CH eligibility score for
the node s; be defined as:

Ej
CHi=y><Ti+(1—y)xE—0, (11)

where y € [0,1] controls the weighting between trust and energy factors. Nodes broadcast their T, and
E; values to neighboring nodes. The node with the highest CH; within a neighborhood radius Ris elected as
the CHs:

CH; = max (CH;). (12)

Once clusters form, CHs aggregate data and forward the aggregated information to the SN. The total energy
consumption per CH during an aggregation cycle is expressed as

Ech = n¢ X (Egx + Erec) + Eagga 13)

where n. is the number of member nodes in the cluster. To maintain stability, the network periodically re-
evaluates trust and energy levels. If a CH’s residual energy drops below Eyor its trust score Ty declines below
Tin, re-clustering is triggered:

(Ei < Eq) V (T < Ty) = Re-clustering event. 14)

This adaptive re-optimization ensures continuous resilience against energy depletion, malicious activities, and
environmental variations [12], [27], [28].

Fig. 3 illustrates the trust- and energy-aware CH selection process, highlighting the dynamic relationship
between network security, efficiency, and survivability.
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Fig. 3. Trust-based cluster head selection process in UWSNS.
5| Experimental Results and Analysis

This section delineates the experimental framework, including simulation parameters and dataset preparation
protocols, and provides a comprehensive evaluation of the proposed trust model's efficacy in detecting
malicious behavior in UWSNSs. The methodology entails detailing the setup of the simulation environment,
the generation of datasets, and the assessment of multiple trust-evidence aggregation algorithms.
Subsequently, the performance of the GCNs combined with the Light GBM GCN-LG model is benchmarked
against alternative classification algorithms, focusing on metrics such as detection accuracy, memory
footprint, and computational complexity. Lastly, a sensitivity analysis is conducted to examine the influence
of key hyperparameters on detection performance, facilitating the identification of optimal parameter

configurations.
5.1| Parameters and Dataset of Simulation Experiment

In this study, the training dataset for the trust model was generated using MATLAB R2023b. Trust parameter
aggregation was implemented using the PyTorch Geometric library, while training and inference were
executed in Python. The simulation environment was hosted on a system featuring an Intel Core i7-13700HX
processor (13th Generation), an NVIDIA GeForce 4060 Ti GPU, and 16 GB of RAM. A total of 100 sensor
nodes were randomly deployed within a three-dimensional underwater space measuring 300 m X 300 m X
300 m, with the sink node positioned centrally at the upper surface. The network was assumed to be static,
with no node mobility considerations. The simulation parameters are detailed in Table 3. Dataset generation
involved 500 distinct node deployment configurations, each comprising 100 iterative rounds that simulated
network initialization, cluster formation via the HEED algorithm, and data transmission. Malicious attack
events were randomly initiated at various rounds, targeting randomly selected nodes, as referenced in [29],

[30].
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5.2 | Comparison of Trust Evidence’s Algorithms

The performance of the proposed trust evidence computation approach was evaluated in underwater
clustered networks and benchmarked against conventional energy-based trust, communication trust, and data
trust algorithms. Trust evidence metrics were generated for each algorithm under identical network
configurations. These trust parameters served as input features for training a Random Forest (RF) classifier
aimed at attack detection. As demonstrated in Fig. 4, the proposed method consistently surpassed traditional
algorithms across a range of attacked node densities. Detection efficacy declined with increasing attack

density, attributable to increased feature ambiguity between benign and compromised nodes [31].

A detailed evaluation of targeted attack vectors revealed that the proposed algorithm achieved supetior
detection efficacy against data tampering attacks, as illustrated in Fig. 5, resulting in higher true positive rates.
Additionally, it maintained a detection accuracy exceeding 80% in physical attack scenarios, whereas
conventional techniques frequently exhibited accuracy below 30%. Regarding environmental manipulation
attacks, the algorithm consistently maintained a detection accuracy of 75% to 93%, significantly surpassing
that of traditional methods, which typically achieved an accuracy below 60% [32].

5.3 | Comparison of Trust Model

Using a dataset comprising 300 network simulation scenarios under three distinct attack vectors, we assessed
the performance of our GCN-LG model, which integrates edge weights derived from communication delay
metrics and signal strength indicators. The GCN-LG approach was benchmarked against the Receiver
Operating Characteristic (ROC), Spatial-Temporal Monitoring System (STMS), and LSTM methodologies,
with evaluation based on Fl-score. Figs. 3 and 4 illustrate that the GCN-LG model attains statistically
significantly higher Fl-scores across all considered attack types, reflecting enhanced attack detection efficacy.
Notably, the Fl-score for physical attack detection plateaus beyond an attack density threshold of 20%,
whereas other models exhibit precipitous declines in performance. Furthermore, the GCN-LG maintains an
Fl-score exceeding 85% against environmental attack scenarios, thereby demonstrating its robustness and

effectiveness in safeguarding underwater sensor network operations [33].
5.4| Comparison of Model Memory Usage and Calculation Time

Considering the dynamic underwater environment and limited computational resources, we quantitatively
evaluated memory consumption and processing latency for various trust models that employ identical trust-
evidence aggregation algorithms. The LightGBM and STMS models exhibited peak memory utilization below
35 MiB, whereas RF and LSTM models required approximately 94 MiB and 116.6 MiB, respectively. The
proposed GCN-LG model demonstrated a memory footprint of 62.7 MiB, effectively balancing classification
accuracy and resource efficiency. Processing durations for traditional machine learning approaches ranged
from 5 to 10 seconds; deep learning models exceeded 20 seconds, while LightGBM-based models completed
inference in under 2 seconds. The hybrid GCN-LightGBM trust framework processed the input data in
approximately 12.6 seconds, indicating its viability for real-time implementation in underwater network
scenarios [34].

5.5| Confidence Model Parameter Configuration

Table 4 additionally quantifies the effect of varying the edge data weight (communication delay weight) on the
GCN-LG model's Fl1-score. Optimal detection performance was observed when the edge data weight was
set to 45%-80% across varying attack densities. Moreover, the table elucidates the correlation between the
number of leaf nodes in the model and detection efficacy. An optimal leaf node count near 39 maintains a
balance between classification accuracy and computational resource utilization, mitigating the overhead
associated with increased leaf node quantities, as outlined in [35].
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Table 4. Impact of communication delay, leaf node weight, and the number of leaf nodes
on GCN-LG model detection performance and computational resource

consumption.
Parameter Values Tested  Effect on GCN-LG Model Performance
Edge data weight 0%, 15%, 30%, Best F1-score achieved when the weight is between 45%
(communication delay  45%, 60%, 80%, and 80%, indicating optimal detection performance in
weight) 100% this range across various attack densities.

Number of leaf nodes 20, 30, 39, 45 A leaf node count of around 39 provides a good balance
in the model between detection accuracy and computational
efficiency, avoiding the overhead of larger counts.
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Fig. 4. Detection accuracy comparison of the proposed trust algorithm
versus traditional algorithms under varying attacked node densities.
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Fig. 5. Fl-score comparison of GCN-LG model against RF, STMS,
and LSTM models for data tampering, physical, and environmental
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6| Conclusion

This study introduces FL-GCN-LG-Trust, a federated, graph-based trust framework tailored for secure
cluster optimization and intrusion detection within UWSNs. The model synergistically integrates local and
global trust evidence with energy-efficient CHs selection algorithms to enhance both communication security
and network performance. Employing FL facilitates privacy-preserving training processes while significantly
reducing communication overhead, a critical consideration in underwater communication environments.
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Experimental results indicate that FL-GCN-LG-Trust surpasses conventional trust assessment algorithms in

detecting a range of adversarial behaviors, including data tampering and physical node compromises. As

illustrated in Figs. 4 and 5, the model maintains consistently high detection accuracy across varying attack

intensities. Parameter-optimization analyses reveal that optimal trust performance hinges on the calibration

of communication-delay weighting factors and the number of leaf nodes in the network topology, as detailed

in Table 3.

Future work focuses on integrating blockchain technology and adaptive learning mechanisms to enhance

system robustness and support real-time operational capabilities. Overall, FL-GCN-LG-Trust provides a

scalable, intelligent trust management solution suited for clustered UWSNSs.
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